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Internet bomb could hit Russia – the decision is up to the RIPE foundation

The initiatives taken by Anonymous collective, as well as the increased activity of Russian hackers, led members of the RIPE foundation to seriously consider possibility of completely cutting off Russia from the Internet. This decision is currently in the hands of a dozen or so people.
Tensions followed by Russia's invasion of Ukraine are prompting many Internet Service Providers to wonder what else can be done to put pressure on Vladimir Putin. Across Europe, the intensity of cyber attacks caused by Russian hackers continues, and it is also felt by Polish small and medium-sized telecommunications operators. 
In such a situation comes up an incredible idea that for safety and increased pressure ... completely cut Russia off from the Internet.
Weapon of mass destruction 
“The disconnection of the network would have far-reaching economic consequences, but it would also be fully reversible when it fulfills its task” – notes a cybersecurity expert associated with Polish telecommunications operators. 
Moreover, our sources close to the RIPE, which is an independent foundation supporting Internet infrastructure through technical coordination, confirm that such a scenario is realistic, and more precisely "feasible".
"Such an action would also be completely independent of sanctions imposed by governments. It would evoke, among other things, the lack of acceptance of the Internet prefixes, which in turn would result in the expulsion of transactions withVisa and Mastercard cards" – told one of the LiRs following the discussion within RIPE.
It works!
The most significant activity of RIPE is to maintain a Regional Internet Registry (RIR) providing global Internet resources and related services (IPv4, IPv6 and AS numbers). This organization also manages the IP addressing necessary for the operation of the Internet. Its members with the LIR statute (local co-managing companies) started an intense discussion on Saturday regarding such a scenario. These are companies from all over the EMEA region, including Russian companies providing services in Europe. 
Operators became aware of this possibility after a series of attacks made by pro-Russian hackers on accounts of the RIPE members. After these attacks addressing settings were changed so that they ceased to function on the Internet.
